
Systems Security Engineering
• Specialized Systems Security Engineering 

Services and Technical Assistance
• Computer, Systems, and Network Vulnerability 

Assessment
• Integrated Operational Environment for 

Development, Integration, and Testing
• Augmentation of Operational Commands for 

Specialized Exercise and Training
• Expertise with full range of cryptographic

solutions (from embedded to stand-alone)
• Security Architecture Papers, Security Process 

Management, and Systems Security 
Recommendation

Computer Network Defense
Training
• Deployable Computer Network Defense Training 

Using Configurable Mobile Training Laboratory
• Individualized Security Product Training

IOCOF brings Information Warriors together with
concepts and technologies to excel in IO

IOCOF is a flexible, reconfigurable, interconected
computer laboratory environment
• Integrating all aspects of IO support tool sets
• Conducting experiments, exercises, wargames
• Facilitating technology transition
• Connectivity to all classification level DoD 

LANs and NSA Net
• Emulating C4I and IT21 shipboard architecture
• Operates stand-alone, distributed, or on-line
• Access to Tactical Comms

IOCOF has established partnerships with govern-
ment and industry IO community organizations

Dedicated to achieving information security through full-spectrum
information assurance . . . helping to protect our Armed Forces

Alliance/Systems Security Improvement
Team (SSIT)

Your One-Stop
Systems Security Solution
Provider

Information Operations Center
of the Future (IOCOF)

Your Preeminent
Information Operations
Solution Provider
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Windows 2000
Adv Server
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Windows NT Server (SP4)
(Back Office Server 4.5)

192.168.10.102
(Dell)

Windows 98
192.168.10.105

(IBM)

Windows 2000 Pro
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(Toshiba)

Linux Red Hat
192.168.10.104
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Windows NT 4.0 (SP6)
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(IBM)

(0)
20.20.20.100
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Cross Disciplinary Team
Single Source End-to-End Solutions

MON
Networks and
Services
• Network Design

• Protocols

• Network
Monitoring

• Network and
Computing 
Services

TUES
Clients/Servers/
Devices
• Encryption

• Public Key 
Management

• Routers/
Switches

• Wireless

WED
Threats
• Exploit 

Methodology

• Win2K Exploits

• UNIX Exploits

• Denial of Service

• Virus and
Trojans

THUR
Counter-
measures
• IDS

• Firewalls

• Systems
Vulnerability
Assessments

• Log Files

FRI
Solutions
• Securing 

Windows/ 
UNIX

• Incident 
Response/
Forensic
Toolkit

• Best Practice

IOCOFIOCOF
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IO Experiment Cycle

GCCS
Common Operational

Picture
Multi-Level Security

Command and
Intelligence 

Systems
Information

Assurance and
Engineering

Signal
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Management

Network Security
Engineering

Key Management and
PKI Virtual Private

Networks

SIGINT
Multi-Sensor
Integration

Information Fusion
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